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Proj ect Description

Why This Project Matters:

Smart sensors are everywhere, powering wearabl es, nedical devices, and

i ndustrial 10T systens.

But here’s the chall enge: when these devices comunicate wirelessly with each
other or the cloud, they becone vul nerable to cybersecurity attacks. A single
breach can di srupt conmunication or conpronise sensitive data, with serious
consequences in healthcare and mission-critical applications.

What You' |l Do:

In this project, you'll dive into the world of 10T security at the hardware
I evel . Your tasks will include:

1) Exploring conmon vul nerabilities in |oT networks.

2) Devel opi ng | ow power authentication techniques to distinguish real 10T
devi ces from spoofers.

3) Surveying and anal yzing existing circuit topologies for Radi o PHY | ayer
security to assess their robustness.

Key Del i verabl es:

1) Literature review of existing | ow power authentication techniques.

2) Transistor-level circuit design based on literature review

3) A conprehensive report with circuit diagrams, methodol ogy, and simul ation
results.

4) A working prototype that includes: a) Denonstration of a real-world
cybersecurity attack on IoT devices, b) Inplenentation of the proposed

sol ution using off-the-shelf conponents.

Physi cal Requirenent:

Light lab work at an el ectronics bench (optional soldering), light lifting
(?15 I b), and occasional short outdoor setups.
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Project’s Technical Skills Requirenent:

St udent should be confortable with Arduino-style mcrocontroller progranm ng,
basi c anal og el ectroni cs, Python/ MATLAB plotting and | ab instrunents (scope
vol tage supplies), experience with SPICE simulations is a plus.

Why Joi n?

You' | I gain hands-on experience in RF/ m xed-signal |IC design and hardware
security - skills that are in high denmand for careers in | 0T, enbedded
systens, and cybersecurity.

Note: This is a living plan. The advi sor may adjust scope or milestones to
ensure feasibility and safety, with any changes conmuni cated in advance.
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